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SIEM-cuctema « KOMPAL»

KOMPA/L — rubkasa n npomnssoautesibHad CUCTEMA
LEeHTPA/IM30BAHHOIO ynpas/ieHUa cobbITUAMM

MHPOPMALMOHHOMN 6Ee30MacHOCTM.

[To3BOAET OCYLLECTBAATb LLEHTPA/IM30BAHHbIN
MOHUTOPUHT cobbiTuit UB, BbIABNATD MHUUAEHTDI,
ONepaTUBHO PearnpoBaTb HAa BO3HUKAIOLLLME YIPO3bl,
BbIMO/IHUTb TPpeboBaHUA, NpeabaABAAEMbIE
pPeryaaTopamm K 3alimTe NepCcoHaIbHbIX AaHHbIX, a
TaKXe K obecneuyeHuto 6e3onacHOCTU
rocygapCTBEHHbIX MHOOPMALMOHHbBIX CUCTEM.



s 2 2 N
SIEM-cuctema «KOMPA»

NPOU3BOAUTENDBHOCTb: rmbKas nHTerpauusa c LUMPOKUM CNEKTP
no 20 000 EPS HECTAHAAPTHLIMU nogaeprmBaemblx
NCTOYHUKaMM oTeyecTBeHHbIX C3U
cobbitnn Nb
ey hix
o X7 .
\\// .
YA0OHbIN BU3Yya/IbHbIN aHaNM3 onoseweHne 06 nHUMaeHTe
NOJ/1Ib30BaTENbCKUM AAHHbIX nobbim cnocobom: email, SMS...
nHTepdpenc
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CoBmecTUMOCTb Cc oTeyectBeHHbimu C3U

- T
KASPER{KY=2 -
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CucTeMb! 3aWMUTLI MHOPMaLMK
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@ DALLAS LOCK alclelo]n]
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VI IlN Et /6 / N mHorue apyrue!
Virtual Private Network INFOWATCH
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CepTUOUKaTbl U CBMAETENLCTBA

- T
‘/CemechKaT MwuHobopoHbl Poccun Ne 2315: HAB-2, PAB.

‘/CemechKaT ®CTOK Poccum Ne 3498: HAOB-4, TY.

v/ BKknloueH B eAUHbIN peecTp POCCUUCKUX Nporpamm A/
3N1eKTPOHHbIX BbIYUCANTENBHbBIX MALIMH N 6a3 AaHHbIX (peecTp
poccumckoro MO). NMpukas MuHkomessasn Poccun ot 18.03.2016 .

‘/CBVI,LI,ETeanTBO PocnaTeHTa 0 rocyaapCcTBEHHOM perncTpaumnm
nporpammbl ana 2BM Ne 2014613762 ot 7 anpena 2014 r.

v’ NaTeHT Ha NONE3HY Moaenb «YCTPOUCTBO Koppensaunumn cobbiTun
nHdopmaumoHHomn beszonacHocTn» No 166348 ot 1 asrycta 2016

r.
N S 3uenor



Br13yanbHbIXM KaHaN BOCOPUATUA
— T

m 90% MHPOpMaLUW,
)) ﬂ”’ NOCTYNaloLWEN B MO3T Ye/I0BEKa,
w ABNAETCA BU3Ya/IbHOM

N
40% ntopen BOCNPUHUMAIOT /
nsobpaxeHua 6oaee NO3NTUBHO,

YEM TaK Ha3blBaeMyO «CTeHY TeKCTa» @@@@ii




Br13yanbHbIXM KaHaN BOCOPUATUA
~ —~-g

80% ntogen oxXxoTHee YMTAKT MaTepman,
KOTOPbIN CONPOBOXKAaeTca n3obpakeHnamum

85% ntoaen 3aaBMAN, YTO UCNOb30BaHME TPaPUKn

AenaeT BOCnpuATMe AOKYMeEHTa npotle. I ‘
) ) =53 SwenoH
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N
[Tpobnema: cTeHa TEKCTa, CAOXKHAaA K

BOCMNPUATUIO

OaHHbIe HazHa4YeHWA

/200 446 POST

14 - HIER_DIRECT/149.154.167.51 appl

150

octet-stream

1/api - HIER_DIRECT /14

4. 167.57/api - HIER_DIRECT/14%.154.167.51 application/oc

TCP_MISS/200 OST http.//149.15

ER_DIRECT/8

HIER_DIRECT/¢

1 GET hitps/cZcommur

192.168.5.58 TCP_MISS5/200 5398 GET http.//c2comimur
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PelwleHwne: BU3yanmsauyma

r “

[MonHoueHHasa BU3yanmsauma nHpopmaumu

0 cOObITUAX U MHUMAeHTax Ub

= SLWeAoH

KKKKKKKKKKK 6e3onacHocTb




e N
PacnpeaeneHme NCTOYHUKOB aTaK

[l canada [ China France [ Germany [l Netherlands [l Russian Federation Turkey [l Ukraine
nited Kingdom United States
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Bblna v HeTUNMYHAA akKTUBHOCTb ?
y

Konuuecteo obpaGoTaHHbix coBbiTHit

=]
L]

[TONCK BCnaeckoB

B ) S SLIeNOH



YTo 1 rae npom3oLlio B KOHKPETHbIW Nepuos,
BpemMeHn?

Monsa Tabnuusi WMA sanpoca  TC3W - agapus]

Ne coBbiTus Onucanme
Nanbie

Tun coobwenua

1D nnaruka

SID nnaruna ID narmKa B copepxuT El 12502
IP McTouHmKa

IP Hazkauenua ACCOV Cobbine B copepxuT El ABapna
NpoTakon

Mopr cTouriKa
MopT HaskauekiA

WMS MCTOUH KA Mouck COpocuTe CoxpanuTb Beero HaiifeHo: 779 Ckauato

Vinast HazHauEH A

MAC ncTouHmKa -

HEnnEEEnEnnENEnEEEnEnEn
Nata hukcauymnn R — [ . [ .

Nara revepauuit 11228 130 i3 134 13 138 1140 142 Nias 1146 1148 1:50 sz 1isa 11:56 1158 12:00 12:02 1204

Vst aiina
M Koawuectso
Mms nonbsosaTens

HTTP kop, Bo3BpaTa
HTTP pecype

1D nnarwa Mara pukcaumi ACCOM Tin ofbexra ACCOM s o6bexra ACCOM Mimumatop ACCOM Coburrue
HTTP knuext
fpp— voLGUZHOY Asapun
4 HasKauEHIR VOLGUZHOV: Asapys
GeolP CTpaka ucTouHMKa
GeolP CTpana HasHaueHus R 2 Asapus
ACCOV Tun oGbera e aTaxc; VOLGUZHOV - 34 Asapun
ACCOM Mnst obbexta
PR — A6 VOLGUZHOV : AG21-2 Asapya

ACCOM CobbiThe

VOLGUZHOV : apun
cTeo

NbHb i 3TaX - VOLGUZHO Asapus

apras Nkl 3Ta : VOLGUZHO Azapus

Tl “Crapkag A9 VOLGUZHOV: A922-1 Asapus

[pynnuMpoBKa No BpemMeHu BOSHUMKHOBEHWA CODObITUI

12
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YTo nponcxoamnT npaAmo cenyac?

CobbITUA B peanbHOM BpeMeHu

15k
MNona Tabnuubl
~
2 10k
5 10:15:18
@ .
o = #® Konmuecteo coberruii: 11 248
N2 cobbITUA H
S 5k
[llata reHepaunu =
Dara dukcaumm
o
Rarneie 10:15:15 10:15:20 10:15:26 10:15:31 10:15:36 10:15:41 10:15:46 10:15:51 10:15:57 10:16:02 10:16:07 10:16:12
Tun coobuieHus
ID nnaruna Dara
™t SID nnaruHa duKcaunu  [laHHble

[PueTosmmka 13/09/2016 Jun 16 11:23:10 siem sshd[14490]: 157.55.39.60 - - [21/Apr/2016:07:56:10 +0300] "GET /news/index.php?ID=7&PAGEN_1=30 HTTP/1.0" 200 22890 " "Mozilla/5.0 (compatible; bingbot/2.0; +http://www.bing.cc

IP HasHaueHun 10:15:29

MNpoTtokon

MopT UcTouHMKa 13/09/2016  Jun 16 11:23:10 siem sshd[14490]: 109.236.249.36 - - [21/Apr/2016:12:49:41 +0300] "GET /bitrix/tocls/captcha php?captcha_sid=06c0229299¢2290e83cf815dd8e45050 HTTP/1.0" 200 3583 "http://npo-echelc

10:15:28
IMopT HazHayeHna
WM MCTOUHMKE 13/09/2016 Jun 16 11:23:10 siem sshd[14490]: 37.115.220.185 - - [23/Apr/2016:13:46:45 +0300] "GET /bitrix/admin/index php HTTP/1.0" 200 17331 " "Opera/9.80 (Windows NT 5.1; U; ru) Presto/2.9.168 Version/11.50"
Wms HazHayeHuA LR
MAC ucTounmka 13/09/2016  Jun 16 11:23:10 siem sshd[14490]: 91.144.143 251 - - [21/Apr/2016:11:18:35 +0300] "GET /bitrix/tocls/captcha php?captcha_sid=039173d58553e168d02db436c102285 HTTP/1.0" 200 3519 "http:/npo-echell
MAC Ha3Ha4eHusa 10:15:29 Gecko) Chrome/49.0.2623.112 Safari/537.36"

Wms daitna
" 13/09/2016 Jun 16 11:23:10 siem sshd[14490]: 208.43.114.70 - - [22/Apr/2016:04:08:54 +0300] "GET /about/vacancies/ HTTP/1.0" 200 24636 ™" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; SV1; .NET CLR 1.1.432
Ms nonb3osatens

10:15:30

HTTP meton
HTTP 3anpoc 13/09/2016  Jun 16 11:23:10 siem sshd[14490]: 94.141.167.160 - - [21/Apr/2016:12:52:42 +0300] "GET /news/8444/index_ php HTTP/1.0" 200 17904 "http://yandex.ru/clck/jsredir?from=yandex.ru%3Bsearch%2F%3Bweb%3
HTTP ko Bcsspara 10:15:29 imgimOWOtEerdP4xNcTS0F1ZtrBXvTNYWjeow5.3b51d07b461265ba495e876ff14a1 58fbacbla’&uuid=8&state=PEtFfuTeVD5kpHnKSlic9b04eb9K TsJpEK3AFOULWKb2A27ADgA4gAL

data=UINrNmk5WktYejROeWJFYk1LdmtxbE1LaWRyROVCSGNMcGB3aUIGNUInMFhMaGduSF94NmJQdDdtMk5ITzZMUCTHZEXYT1dGRJFQRWpKbOE2Y05UYmM5SPcW.JJNTIrakg0SFpVNHNSOEtOdGSDDENTUL
HTTP pecypc cst=AiuYODBWFRJSfN_r-AEszk07hbRQEemDoKeZCOvonhJN-EpsUwzPz-de3adyk8ce/151_mRbbQFNOIEK3aTSehsblEhHU3ge7weYrVTEWK-B_uD5cG1GK-U2NIPBC_obY1C1qzuTIzXIHE3ZX7olYr_GXbfgM-NCRrb
HTTP knueHT qRosYektYK_VLCOCIytTUGgMUoCze47Au3Agv5IBDeeONYIdMt27hu3U8Qne-9XbLGRAZR_ZWRnrw8ywMKE4MINUG7MUTSEM_néekiMgKjNulF TEflJQolLaQryUzzKmHIhHXRLfFG7Q941Pt2pn0CRzx0XYsIiRT-XU)
GeolP Mopoa McTouHMKa MES2Ud3K_Qo7ubKvb5_0G7WoT7buhNpeVShrLJJyRsk2IVi8_taDfd1k4NN9P-RqbBFh53bdg&ref=orjY4mGPRjk5boDnW0uvirrd7 1vZwSkp5uQozpMtKCXma_RTIhOntPV07z0jFXSvY7i8ZZggmPuNIbndMNrNTZ

cts=1461232360775&mc=5.143102737786295 "Mozilla/5.0 (Windows NT 10.0; WOW64; rv:45.0) Gecko/20100101 Firefox/45.0"
GeolP lNopoa Ha3Ha4YeHus
GeolP CTpaHa MCTOYHMKE 13/09/2016  Jun 16 11:23:10 siem sshd[14490]: 69.30.234.186 - - [20/Apr/2016:21:32:54 +0300] "GET /about/licenses/index php?arrFilter_pflpermission_publisher]=1018&set_filter=Y&del_filter=%D0%A1%D0%B1%D1%80%D
GeolP CTpaHa HasHaueHus 10:15:28 http://www.majestic2.co.uk/bot.php?+)”

v
< S > 13/09/2016 Jun 16 11:23:10 siem sshd[14490]: 188.40.95.70 - - [23/Apr/2016:00:42.03 +0300] "GET /producticn/70/?amp;_openstat=ZGlyZWNOLnlhbmRIeCSydTsxOTAZNTMxOzE 1MTY¥yMjl403IhbmRIeCSyd TondWFyYWS v

CobbITMA B pea/ibHOM BPEMEHMU
13
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N
YTO Nnponcxoamno B pamMKax MHUMAEHTA?

r “

18:47:15 15:47:30 158:47:45 18:48:00 18:43:15 18:48:30

OTobparkeHne nocnenoBaTeIbHOCTU COObITUN

14 h 5 3LIJEGI\OH



B3rnaa Ha CUTYaUuUNKO C «KBbICOTbI NMTUYbEro noJjieta»

KOMPAL 2.0

MponasopuTtencHocTs B EPS

B Mozilla/5.0 (compatible; bingbot/2.0; +http:/ fwwv.bing.com/bingbot.hitm)

g
=
O, i, . . e i e et ot et e R
20:46:00 20:46:30 20:47:00 20:47:30 20:48:00 2048:30 20:49:00 20:45:30 20:50:00 20:50:30 205100 205130 20:52:00 20:52:30 20:53:00 20:53:30 20:54:00 20:54:30 20:55:00 20555:20
CobBbiTHA OT BUAEONOCUCTEMDI B=ax Kopapi Boaspata web-untepeiica D= x Cratuctuka no Gpaysepam [user-agent] AEos x
0 sk
s00 206 -
o s00 5 ask
H 5
] | -
2 o |
3
10 I I I Mozilla/5.0 (compatible; 1; +hitp: / jahrefs. J

N 0e o Mozilla/5.0 (compatible; DotBot/1.1; http:/ /www.opensiteexplorer.org/dotbat, help@moz.com)
202716280 151 Mozilla/5.0 (compatible; Googlebot/2.1; +http:/ /wvw.google.com/bot. htmi)
W Mozilia/5.0 ible: ru/2.0; +http:/ /megai crawer)
0 saxpurve W Obuexr nodannen |71 OGvext ymanen I Mozilla/5.0 (compatible; MJ12bot/v1 4.5; http:{ fwww.majestic1 2.co. uk/bot php?+)
I Moxasan W Mpurymsrensio saxpur . 2%

Muuumatop coBbimuin B=Eox Pacnpe/iefieHe No TMNam UCTONHUKOB B=o x AKTMBHOCTb yanios [8cé Bpems] BEox

2000

1500
H
5 1000
51
500
I server : Moayne koticon [1000001]
- Mosyns . l .
VOLGUZHOV : APM Biopo nponycos d
1] VOLCUZHOV : APM Beneun CTon-nucros . .
I VOLGUZHOV : Monyns unTerpaiii CVS
I VOLCUZHOV : Moryne konconu [1000002]
Arent [1000001] WM Apununcrparop Wl Visanos U 1. 0 assol MATRIX I 15 nginx " pam_unix W 109.62.124.163 Ml 1342495213 157.55.39.47 W 178.203.146227 M 59651 Wl 5973227 66.249.69.27
Ainpo cucrens [0] W sshd W unknown W 59.30.213.202 W 69.30.214.45 8E.198.230.79

HaCTpaMBaeMble naHeNn BUOXKETOB

15

=53 SwenoH

KoMnnekcHas 6esonacHocTb




YnobHbIN nHTEpPPENC NOUCKa No cobbITUAM

KOMRAD

3anpoca
N2 cobbITHA
Onucanue Mpumep onucaHua
[JaTa reHepauum

[lata pukcaumm

NanHble =+ Jlo6aeute @ [lobaewTs rpynny

Tun cooBleHna
ID nnaruxa Aara duxcaumm v Gonswe v | 29/08/2016 15:00:00

SID nnarnHa
IP McTouHuKa
IP Ha3HaueHun Mouck Cé6pocuTe CoxpaHuTb Bcero HailgeHo: 13306 OT:29.aer 2016, 14:59:11  Jo: 29. aer 2016, 15:30:28 CKauaTb
MpoTtokon

MopT McToYHKKa 1000
MopT HasHa4eHUs

Wma uctouHuka

0 --__-----I-IIIIIIIl.--------------l

15:00 15.02 15:04 15:06 15:08 1510 15:12 15:14 15:16 1518 1520 15:22 15:24 15:26 15:28 15:30

CobbiTuA

Wma HasHaveHna
MAC ucTouHmnka
MAC HasHaueHus I Konuuecteo
Wwmna daitna

Wmsa nonbsosatens
HTTP metog

HTTP sanpoc

N° co6biTna  [laHHble
HTTP kon Bo3BpaTta

HTTP pecypc 147247382 Aug 29 15:30:16 komrad2 systemd[1]: [/etc/systemd/system/komrad-web.service:1] Missing ‘=’

HTTP kneHt 147247381... Aug 29 15:30:14 komrad2 gunicorn[15648]: Server initialized for eventlet.

GeolP lopop, MCTOYHMKa

147247381... Aug 29 15:30:14 komrad2 gunicorn[15648]: WARNING: No route found for IPv6 destination = (no default route?)
GeolP lopop HasHaveHnA

GeolP CTpaHa ucTouHHKa 147247381 Aug 29 15:30:14 komrad2 gunicorn[15648]: WARNING: Failed to execute tcpdump. Check it is installed and in the PATH
GeolP CTpaHa Ha3Ha4eHuA
ACCOMW Tun o6bexTa

ACCOM Wma o6bekTa 147247381..

147247381 Aug 29 15:30:14 komrad? gunicorn[15648]: [2016-08-29 15:30:14 +0000] [15652] [INFO] Booting worker with pid: 15652
Aug 29 15:30:14 komrad2 gunicorn[15648]: [2016-08-29 15:30:14 +0000] [15648] [INFO] Using worker: eventlet

ACCOM Wrmunatop 147247381... Aug 29 15:30:14 komrad2 gunicom[15648]: [2016-08-29 15:30:14 +0000] [15648] [INFO] Listening at: http://127.0.0.1:8000 (15648)

16
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Busyanusauma npaBun Koppenaumm

Mpaeuno #0 10 CekyHgn " 10 CkaHMpoBaHWe NopToe
+ [osaswms © Jlosasus pynny [l 1
Twn cootLuexna v paedo v Rubicon (+PCAF) Rubicon: PORTSCAN Y
IP ucTodkmrka T  HeHauMHaeTcAcC v 192768,
Mpaewuno #1 10 Munytor v 5 Heypaunas web-ayteHTupmkauma
m & [osesurs © [oSesuts rpynny
HTTP kof s03BpaTta v paBHo v 407
HTTR sanpoc T HauwHaeTcAC v fadmin
- . - ®  Ypanure
Tin cooblLueHra T paBHC T | nginx \ginx error
a
;
IP ucToHHMKE v paBHC v IP mcTouHmKa v Mpasuno#0
MpaBuno #2 1 MuHYTBI 1 Ypaunan web-aytentudunkanun
* Jiosasurs © JloSarms rpymy
HTTP xof BozEpaTs T pasHo v | 200 £ S
HTTP zanpac T pasHo ¥ | Jadmin X Yganur>
Tvn coobiuexna ¥ pasHo ¥ nginx Nginx access
u & [osasHms
IF ncToskMka T paBHo ¥ IR MCTOHHMKE r [Mpeeuno #1 v

17
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Busyanusauma npaBun Koppenaumm

—

Mpaeuno #0 OnucaHve npasuna
It HTTP xnmenT ~ CcofepMMT ~ | BLEXBot
ih) HTTP knmenT ~ COREepMT ~ | SiteExplorer
1 HTTP knment - CoASpHMT ~ | DotBot
1t HT TR xnmexT ~ CORSEHUT ~  AhrefsBot
1t HTT? wnmexT v ConepXuT ~ | MJ12bot
1t HTTP knment v COnEPMMT v | Megalndex

18

=

SeNOH

KoMnnekcHas 6esonacHocTb



MHumnpeHTtsbl b
y — —~

1
© 23802 !
1
Wmn gupextuesl  BotCrawler Aata dukcauun 13/09/2017 16:50:32 I
{
1
Puck =1 DAata Havana .
1
Cratyc Ho # KonudecTteo cobbituii 1
1
Tpynna =0 AnuTensbHocTs 00:06 16:50:26.000
[y B2

Konuuecteo cobbitui McTopus nameHeHuK

Mpaswno: MNpasuno #0

Data dukcauymn 1D nnaruva  SID nnarmHa  [aHHble

1=8 HTTP/1.0° 200 25932 " "Meozilla/5.0 (compatible; AhrefsBot/5.2; +hitp://ahrefs.com/rebot/)’

12506 1 npo-echelon.ru 51.255.65.1

19
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MHumnpeHTtsbl b

WHdopmauus o cobbiTum

N2 cobbiTun
Tun coobuyeHun

1505310779.1704837812253

Time Web:Time Web: Access log

ID nnarmra 12206 Nata purcaumn  2017-09-13 16:52:59
SID nnarmHa 1
CeTeBble faHHbIe (-]
Mporokon HTTPR/1.0
IP wuetounmka 13774207114
HTTP e
HTTP metog GET
HTTP zanpoc  /news/?PAGEN_1=10
HTTP kopg eozepaTra 200
HTTP pecypc -
HTTP knuwent  Mozilla/5.0 (compatible; AhrefsBot/5.2; +http://ahrefs.com/robot/)
[eo naHHbIe (-]
GeolP ropog ucTo4HMKa
GeolP cTpaHa ucTto4yHuka France
OononHuTensHan nHdopmMaLma e
Hannbie npo-echelonru 137 74.207.114 - - [13/Sep/2017:16:52:42 +0300] "GET /news/?PAGEN_1=10 HTTR/1.0" 200

26367 "-" "Mozilla/5.0 (compatible; AhrefsBot/5.2; +http://ahrefs.com/robat/)"
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Kewnc: paccneaoBaHmne BUPYCHOU

dKTUBHOCTU B CETU
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CTpYKTYypa ceTu

[NMonb3oBaTenu

AAMUHUCTpPATOPI
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KonnyecTtBo 3apaskeHHbIX 06 beKkToB pacTeT
y

CraTtucTuKa BMpPYCHOI akTmBHOCTH (CepBep aHTMBMpYCca)

100
80

]

L)
4
20 II I II
0

15:00 15:10

(=]

M Ivanov I Petrov Sidorov e I Gogol I Yakin

B ) S SLIeNOH



B S
[laHHble 0 BUPYCHOW aKTUBHOCTMU, MOCTPOEHHbIE ANA
NJIMHHOTO NPOMEXKYTKA BPpEMEHMU

CraTMCTHKa BUPYCHOI akTMBHOCTH (CepBep aHTMBUpYCa) B =E & x I

100

CobeiTna

40

12. Okt 14 Okt 16. Okt 18. Okt 20. Okt 22. Okt 24. Out 26. Okt 28. Oxr 30. Owr 1. Hoa6 3. Hoab 5. Hoat 7. Hoab 9. Hoab

— Ilvanov -% Petrov Sidorov -4 file-server -0~ Gogol -8~ Yakin

24 h S 3LUEGI\OH



CobbITnA OT aHTUBMpPYCA, OTOUNLTPOBAHHbIE MO
No/1b30BaTe0, AOCTYMHbI NPAMO U3 BUAXKETA

KOMPAL 2.0

Monsa Tabnuue!

N2 cobbitua

Nara dpukcaymm

JaTa reHepauMu
JHaHHbie

Tun coobwennn

|D nnaruxa

SID nnaruxa

MpoTtokon

IP mctounmka

|IP HazHaueHuA

MopT UcTouHMKa

MopT HazHayeHWA

WMimA nctouHmnka

Wm#A HazHaueHUA

MAC ucTounuka

MAC HazHauenua

Wmsa daiina

WmaA nonb3oeatena
YeTpoitcTBO

HTTP meTtoa

HTTP zanpoc

HTTP kop eozepata
HTTP pecypc

HTTP knuent

GeolP lNopoa veTouHMKa
GeolP lNopoa HazHayeHWA
GeolP CtpaHa McToYHMKa
GeolP CTpaHa HasHaueHuA
ACCOM Tun obbexTa
ACCOW WMmn obbexta
ACCOW WnuumaTop
ACCOM CobbiTne

Moueck CoxpaHWuTb

O 't

It ma ueTounmka

It mn coobueHna

20

CoBurua

12:00

N2 cobeiTun

1477560245.1202634406269
1477560237.3407231006269
1477560225.4291430006269
1477560207.4095826206269
1477560198.5505937406269
1477560192.4482333906269
1477560190.8176933106269
1477560180.2861034106269
1477560186.3412729606269

1477560186.2338734606269

25

A HE nycTo

Y  paBHo

Bcero HalgeHo: 82

13:00

Dara durcayun

02/11/201615:24:14
02/11/201615:24:14
02/11/2016 15:23:45
02/11/201615:23:27
02/11/2016 15:23:18
02/11/2016 152312
02/11/2016 15:23:10
02/11/201615:23:09
02/11/2016 15:23:06

02/11/2016 15:23:06

¥ Antivirus

14:00 15:00

M Konwectso

Tun coobuieHns

8001

=+ [lo6asume @ [obaswte rpynny % YaanuTs

16:00

ID nnaruna

Antivirus(900T)
Antivirus (9001)
Antivirus(9001)
Antivirus (2001)
Antivirus(9001)
Antivirus (9001)
Antivirus(9001)
Antivirus (9001)
Antivirus(9001)

Antivirus (9001)

Virus found

FPYNMHWPOBaTE Mo Noo v

17:00

SID nnarmna

Virus found (32)
Virus found (32)
Wirus found (32)
Wirus found (32)
Virus found (32)
Wirus found (32)
Virus found (32)
Wirus found (32)
Virus found (32)

Virus found (32)

18:00

Ej

Wmsn ncrounuka

Yakin

Yakin

Yakin

Jwe/\OH

KoMnnekcHas 6esonacHocTb



Bunsyanmsatop cobbITMMN: aKTUBHOCTb BUPYCOB Ha Yy3/1€e
y- ———

A
= 1@» KOMRAD 2.0

= JweNnoOH

KoMnnekcHas 6esonacHocTb



Y3/1bl, 3apa*KeHHble BUPYyCcoOMm

/"A“-.
= <@)> KOMRAD 2.0

14-ro voatpa 2016, 10:41:45

| ' ' ' ' | ' ' ' | | | | | | | ' ' ' ' |
28-ro cxmatpn 2016, 06:20:3% 2+e woatipn 2016,07.23:56 &-ro HonBpa 2016,08:31:12 10-ro HoaBpa 2016, 09:36:29 14d-rowontpa 2016, 10:41:45

Yakin

Worm.Win32

7 = FLLENOR



BeKTop aTaku

3-ro Honbpa 2016, 10:50:46 6o woatip 2016, 01:05:56

vanow

Petrov

Sidorov

28 é JuwieNOH

KoMnnekcHas 6esonacHocTb




BmecTo 3aKk/1ro4YeHuns
y -

* CoBpemeHHble SIEM-cuctembl € MOLWHbIMKU CcpeacTBamm
BU3Yyann3aumMm NOBbIWAT 3OPEKTUBHOCTb paccsieoBaHUA
nHunaeHtos b

 KauyectBeHHbIM oOT4eT 06 WUHUMAEHTE, COMPOBOXAAEMbIN
anarpammamm, byaget NPUHAT yYLLe YEM «CTEHA TEKCTa»

* Bu3yasibHble KOHCTPYKTOPbl AUPEKTUB W 3anpocoB K bHase

cobbiTMn UMb CHMXKAOT «NOpPOr BXOXKAEHUA» MEPCOHanNa,
obcnyxusatrouwero SIEM-cuctemy

N 53 3uenon



KOHTakTHaga nHgopmauung

107023, yn. dneKTpo3aBoAcKasn, 4. 24

+7(495) 223-23-92
+7(495) 645-38-11

http://www.npo-echelon.ru

KNS 0O O

mail@npo-echelon.ru
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